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The cyber threat landscape continues to evolve, forcing 
companies of all sizes to adapt and change. In 2020, the 
global pandemic and widespread shift to remote work 
unleashed a host of new cyber security challenges. We 
have also seen an explosion in ransomware infections 
over the past year, with impacts to large corporations and 
smaller organizations alike.

As we shift to the post-pandemic world, remote work is 
here to stay. Organizations need to re-think their approach 
to cyber security and identity management in a world 
where employees are highly distributed and the corporate 
perimeter has dissolved.

At NENS, we help our clients adapt to these challenges 
through a layered approach to cyber security. With a 
combination of world-class security technologies, best 
practices, and professionally delivered managed services, 
the NENS team keeps our clients secure, protected, and 
productive. In this whitepaper, we will explore five security 
foundations which we believe are vital. For identity 
management, we deploy Multi-factor Authentication 
and Single Sign-on to safeguard access to corporate 
applications and data, while ensuring ironclad corporate 
privacy. NENS delivers clients a secure networking 
experience, from HQ to the corporate endpoint. We also 
help our clients build a “human firewall,” by effectively 
training employees with regular cyber security awareness 
training. And we layer on higher levels of protection for 
clients with Managed Detection and Response services.
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Passwords 
and Employee 
Bad Habits

Employees are drowning in usernames 
and passwords. A typical employee may 
have literally over a hundred different 
accounts between their work software 
tools and their personal life. Unfortunately, 
employees too often will re-use passwords 
across their work and personal accounts. 
While best practice teaches us that 
unique, strong passwords should be used 
across every account, most users simply 
re-use passwords. According to a survey 
conducted by Google and Harris Poll in 
2019, 52% of U.S. adults re-use passwords 
across work and personal accounts.

All too often, passwords get compromised 
in mass data breaches. With these 
passwords now in the wild, it doesn’t 
take too long for cyber criminals to work 
backwards and attempt to breach an 
employee’s other personal and work 
accounts with the stolen password. The 
simple bad habit of password re-use 
can quickly lead to a major breach of a 
company’s email system or other important 
business applications. With many vital 
corporate software tools delivered in SaaS 
and cloud delivery models, cyber criminals 
have many opportunities to exploit 
employee bad habits and stolen passwords. 

According to a survey 
conducted by Google 
and Harris Poll in 2019, 
52% of U.S. adults re-use 
passwords across work 
and personal accounts
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“
Multi-factor 
Authentication 
(MFA)

The solution to the password re-use problem is 
multi-factor authentication, or MFA for short. 
MFA adds an important layer of password 
security by adding a one-time password or 
additional step to the authentication process. 
With MFA enabled on business applications, your 
employees are required to provide something 
they know, such as their traditional user name 
and password, and something they have, 
such as a one-time passcode generated by an 
authentication app on their previously registered 
mobile device. 

With MFA, your applications and data are 
protected from cyber criminals. Even if they 
attempt to breach your systems with a stolen 
and re-used password, the criminal will not have 
access to the one-time passcode generated 
by the employee’s mobile app. According 
to Microsoft, 99.9% of all password-related 
compromises are stopped by MFA.

At NENS, we leverage on Cisco Duo for multi-
factor authentication. Duo verifies that users 
are who they say they are, before they access 
company data — and with multiple second-
factor options, including one-touch Duo Push, 
users can easily authenticate in seconds.

According to 
Microsoft, 99.9% 
of all password-
related 
compromises are 
stopped by MFA
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Single 
Sign-On 
(SSO)

Single sign-on is another way to take security 
to another level for your cloud and SaaS 
applications. SSO is often deployed by enterprises 
which have dozens of corporate SaaS applications 
in use. With an SSO deployment, the company 
manages the authentication process across the 
board for all the company’s corporate and SaaS 
applications. At NENS, we leverage Okta to deliver 
enterprise SSO services. 

With enterprise SSO, employees login once at 
the beginning of their work session, using multi-
factor authentication. And then the SSO service 
dynamically signs the user into their other 
corporate applications throughout the session or 
workday. SSO services are often also configured 
to deliver employees a convenient, web-based 
dashboard with all of their key applications at hand. 

SSO also makes it vastly simpler to properly 
administer users. Onboarding new employees is a 
lot easier and when someone leaves the company, 
admins can offboard them from all apps and 
corporate access in just a few clicks. Naturally, 
this overall approach to authentication improves 
user productivity, while raising security levels, 
since organizations can facilitate unique, strong 
passwords for every corporate SaaS application.  
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“
Secure 
Networking

Secure networking is another foundational 
element of the NENS approach to cyber security. 
The network should be secure by design from 
the ground up. When organizations use insecure 
Wi-Fi infrastructure or neglect endpoint security, 
it creates gaps in a company’s cyber defenses. A 
small chink in the armor can be massively exploited 
by hackers.

It is important to manage network access and 
security from everywhere an employee may 
connect, from HQ to home office networks, or on 
the go from corporate laptops.

NENS builds a secure network foundation by 
leveraging several Cisco technologies in a layered 
fashion. NENS standardizes on Cisco Meraki for 
firewall and Wi-fi infrastructure in corporate offices 
or managed telework deployments. Cisco Meraki 
networks are globally monitored and managed 
and deliver a secure networking experience. Cisco 
Umbrella is layered on top and installed on every 
managed endpoint, delivering DNS security, 
content-based protections, and application visibility 
for users and networks. Since Umbrella is installed 
on every managed endpoint, organizations gain 
extra levels of security and protection even when 
corporate laptops roam onto guest networks.  

It is important to manage 
network access and 
security everywhere an 
employee may connect
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“
Cyber 
Security 
Awareness 
Training

Cyber security awareness training is a critical  
ingredient in building a strong cyber security 
foundation. A programmatic approach, rather 
than a compliance driven approach, acknowledges 
that true employee transformation takes place 
over time and involves repetition and consistent 
engagement. Like with human fitness, learning 
an instrument, or any other educational endeavor, 
the real results emerge over time and through 
consistent application. 

Building the human firewall in your organization 
requires investment in a security awareness 
program that delivers educational content and 
programming in bite-sized portions, delivered 
throughout the year. A robust cyber security 
awareness program should also incorporate 
consistent phishing simulations and tests. When 
there is an element of surprise and the tests are 
launched in an unpredictable fashion, the phishing 
simulations are harder to detect and really test the 
level of knowledge in the workforce. Again, this 
sort of sophisticated and routine testing requires 
that most organizations partner with a professional 
service provider to make sure the security 
awareness program drives repetition, ongoing 
employee engagement and phishing simulations 
throughout the year.

Security awareness 
training is another key 
ingredient in building a 
strong cyber security 
foundation
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“
Managed 
Detection and 
Response
The breadth, variety, and sophistication of 
cyber-attacks continues to increase. Supply 
chain security vulnerabilities, which were seen 
recently in the SolarWinds breach, show that 
companies need to be prepared even if they 
are attacked by some of the most sophisticated 
hackers. 

That is why companies of all sizes should invest 
in Managed Detection and Response capabilities. 
Sometimes it is nearly impossible to prevent 
cyber criminals from getting an initial toehold 
in your network. What matters most in these 
circumstances is early detection and response, 
before widespread damage can occur, such 
as massive data exfiltration or theft or a large-
scale ransomware attack. It is widely known that 
attackers often need time – dwell time – after 
getting a toehold to surveil their victims and move 
laterally inside the company network to plot an 
escalation of their attack. Spotting anomalous 
behavior early and responding to it can cut off the 
attackers before serious damage occurs.

A Managed Detection and Response (MDR) service 
leverages artificial intelligence (AI) and human 
intelligence to monitor network and server traffic, 
cloud applications, and logs to identify anomalous 
behavior. While corporate firewalls and endpoint 
protections serve as the locked front door to 
prevent unwanted entry, an MDR solution is more 
like a motion detector inside a home security 
system, detecting the bad guys after they have 
breached the corporate network. Fortunately, MDR 
solutions with 24x7 Security Operations Center 
(SOC) monitoring are now available to even SMB 
companies. 

MDR service leverages artificial 
intelligence (AI) and human 
intelligence to monitor logs, 
network, and server traffic, 
looking for anomalous behavior
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Conclusion

At NENS, we are experts in helping 
organizations securely adapt to today’s 
threat landscape. As we have seen 
throughout this whitepaper, NENS believes 
there are vital foundations every client 
needs for proper cyber security. 
Our highly trained staff implement best-in-
class technologies, such as MFA, SSO, and 
MDR, to help our clients securely operate 
in a highly distributed and cloud-first work 
world. In addition, we help our clients develop 
a culture of security with professional and 
consistent cyber security awareness training.

The team at NENS welcomes inquiries from 
any organization looking to take their cyber 
security protection to another level. 
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11 Kearney Square, 4th Floor
Lowell, MA 01852

       (781) 933-9300

CONTACT US

Boston Managed 
IT Services Company
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