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W H I T E 
P A P E R 8 Steps to 

Developing Your 
Own Information 
Security Strategy



Developing your own 
information security 
strategy isn’t easy. But 
there is a step-by-step 
formula. 

Any company can go from where they are 
today and work towards a substantially 
better level of security. Cyber security experts 
speak of “security maturity” in an organization. 
The concept of cyber security maturity really 
addresses all the different dimensions of how 
you operate, including policies, procedures, 
technologies, and best practices. For almost 
every company, there is often a big disconnect 
between where you are today and where 
you want to be. Never fear. Like with fitness, 
financial health, or any other human endeavor, 
you simply need to get started. It all begins with 
a strategy for success.

In this whitepaper, we will explore the eight-
step process for developing an information 
and cyber security strategy for your 
organization.  

2

8 Steps to Developing Your Own Information Security Strategy



8 Steps to Developing Your Own Information Security Strategy

3

Inventory 
Everything

Information security is about protecting 
the privacy, integrity, and security of your 
organization and all your digital and physical 
assets. To properly execute this strategy and 
know what you need to protect, you need to 
start by knowing what you have.

We understand that this is no simple task. 
With the growth in SaaS applications, file 
collaboration tools, and computing devices, 
IT management can be like the Wild West. 
Now more than ever, it is easy for individual 
users or department heads to adopt new SaaS 
applications without a lot of internal vetting 
or discussion. In no time, corporate data is 
spread across many different apps or cloud 
repositories, which increase risk.

The first step in the solution is to inventory 
everything, including users, software 
applications (both legacy and SaaS), 
workstations and mobile devices, data storage 
locations (onpremises, distributed, or in the 
cloud), network equipment, IoT sensors, and 
so on. This is a long list and it usually requires 
an expert to help catalog and identify all these 
different assets.
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“The first step in 
developing an 
information security 
strategy is a thorough 
inventory of all your 
technology assets. 
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Adopt a 
Security 
Standard

Standards are written documents that define 
the minimum criteria and consistent application 
of technologies, policies, and procedures. In 
cyber security, a standard will define such things 
as the required forms of encryption, methods of 
authentication, and the different kinds of security 
technologies allowed or enforced. Standards allow 
objective analysis of an organization’s cyber security 
posture and provide a framework for risk management 
analysis and improvements. When standards are 
utilized, it is easier for companies to know where they 
stand, which gives them piece of mind.

In cyber security, there are several different 
governmental and industry standards bodies. Some of 
the most widely adopted standards include:

• International Organization for Standardization 
(ISO) ISO/IEC 27032:2012

• Center for Internet Security (CIS) 
• Control Objectives for Information and Related 

Technology (COBIT) 2019
• National Institute of Standards and Technology 

(NIST) Cyber Security Framework
At NENS, we recommend the NIST Cyber Security 
Framework. However, the important issue is to pick one 
standard and stick to it. With a chosen standard, only 
then can you begin the process of a risk assessment.
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“Cyber security is a 
technology area that 
has evolved greatly in 
the past two decades, 
especially around 
technology standards. 
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“
Perform 
a Risk 
Assessment

It often makes sense to engage a third-party 
in the assessment process. Outside experts are 
free of internal bias and will be able to leverage 
their accumulated insights gained from working 
with dozens of similarly situated clients. A candid 
assessment of the status quo is the necessary first 
step in understanding your risk profile and where 
you next need to invest and improve. 

Part of the risk assessment process is determining 
the likelihood of various kinds of incidents and 
quantifying the potential financial impacts. 
Obviously, a twenty-person company will have 
less resources and cyber security counter 
measures than a major corporation. Therefore, 
risk management needs to take into full account 
the context of the situation. Nevertheless, no 
matter the company size, there will always be 
cyber security, policy, and procedural gaps which 
introduce risk and need to be addressed. The risk 
assessment should identify and prioritize these 
risks and form a road map of urgent and important 
items which need to be addressed in the short 
term, and others, which should be managed over 
the medium to long term.

After your 
organization has 
selected a standard, 
you are ready to 
analyze your current 
security posture. 
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“
It is vital that your information security policy is 
clearly documented, signed off by employees, 
actively enforced, reviewed each year, and 
evolved over time or as change is introduced. 
Like with any good policy, it should be a living 
document that evolves with the company and the 
changing operating environment for the company.

An information security policy will govern areas 
such as the proper use of company computing 
equipment and software, employee legal 
expectations of privacy, and the proper use and 
handling of company intellectual property and 
client information. 

The biggest challenges we see with company 
information or cyber security policies are: 

• They are difficult to understand
• Employees are unaware that they even exist
• There is no auditing or policy enforcement
• Sometimes they look good on paper but are 

impractical or impossible to enforce
• They become outdated 

Policies need to be clear, known, audited and 
updated. Revisiting and updating your information 
security policy on annual basis is very worthwhile.

An information security 
policy is a written document 
that guides the workforce 
on the proper use of 
technology and company 
assets while on the job. 

Develop an 
Information 
Security Policy
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“
Organizations should address their unique 
circumstances and cyber security requirements. 
Many organizations fall under various industry or 
governmental regulations, which mandate higher 
levels of concern for cyber security. For instance, 
companies in the medical field fall under HIPAA, 
which is a federal law governing patient privacy 
and protected health information. 

Companies in the financial sector need to mind 
GLBA, another federal law which governs client 
privacy needs. Registered investments advisers 
need to comply with special requirements from the 
SEC for cyber security investments and procedures. 
And government prime and sub-contractors must 
comply with the Department of Defense’s CMMC 
cyber security regulations, to name just a few.

In other cases, companies operate in certain 
industry categories where they can be a natural 
target for cyber criminals. For instance, some 
companies – say banks or mortgage companies 
– have custody of mountains of sensitive client 
information and are therefore held to higher 
standard for information and cyber security. The 
lesson here is for your organization to understand 
the unique requirements, based on your 
industry vertical, legal jurisdiction, and operating 
environment.

Many organizations fall 
under various industry or 
governmental regulations, 
which mandate higher 
levels of concern for 
cyber security. 

Understand 
Your Unique 
Threat 
Landscape
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“

Long before the COVID-19 pandemic, organizations 
and their employees were becoming more 
distributed. The pandemic only turbo-charged this 
trend. Today, even small companies are staffing people 
from home offices on a permanent basis and hiring 
across the country to find the right talent. Today’s 
corporate network therefore looks dramatically 
different than just ten years ago. The perimeter to the 
corporate network has completely dissolved and now it 
is most important to manage the identity of the users 
who are accessing corporate resources and data.

A big area of improvement for most companies 
is managing user identity. Identity and access 
management is the process of making sure the right 
people have access to the right resources (applications 
or data) when they need it, usually across multiple 
devices.

The number one investment organizations can 
make in identity management is the use of multi-
factor authentication (MFA). Since password re-use 
is a massive problem, organizations run the risk of 
hacks or data breaches when employee credentials 
get compromised and only passwords are used to 
secure systems. MFA is where the user is challenged to 
present two factors to prove their identity, something 
they know, such as their password, and something 
they have, such as a one-time password generated by 
authentication app on their mobile phone. With the 
widespread use of mobile phones, implementing MFA 
is both easy and highly secure.

A big area of improvement 
for most companies is 
managing user identity. 

Manage 
User Identity
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“
Simply put, when multiple layers of technology 
work in concert, the level of cyber defense 
is higher. For example, NENS already deploys 
multiple different security technologies on 
employee laptops. 

The level of security in a home office environment 
can be taken to another level, by protecting a 
worker’s home office network environment with 
fully managed, enterprise-grade firewall, DNS layer 
security and Endpoint Detection and Response. At 
NENS, we help organizations further defend their 
remote workers by deploying Cisco Umbrella (DNS 
layer security) and Meraki security devices to home 
office environments. 

With a fully managed enterprise firewall, you can 
segment off corporate traffic from family traffic, 
enforce strict Wi-Fi security, and implement a 
corporate VPN tunnel back to headquarters. The 
key is to layer all these technologies together for 
stronger defenses.

As organizations 
beef up their cyber 
security strategy, it 
is important to think 
in terms of layers of 
security. 

Implement 
Layered 
Security
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“
The last piece of the puzzle is building your 
human firewall. Your employees and internal 
security culture are your first line of defense. 
Your people can serve as a human firewall as it 
were, if they follow your corporate information 
security policies, are well trained, and are 
genuine partners in helping the organization 
raise the bar on cyber security. 

A culture of security is not built with just 
employee goodwill, however. Organizations 
should invest in a professional and consistent 
cyber security awareness program so that 
employees form good habits and understand 
how to navigate the many social engineering 
and phishing attacks directed at them daily.

your employees and 
internal security 
culture are your first 
line of defense. 

Build Your 
Human 
Firewall
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Building your own 
information security 
strategy requires a well 
thought out plan and 
persistent follow through. 

It also requires constant attention, as the 
external operating environment is evolving 
continuously. NENS works with companies, 
both big and small, helping to refine and 
implement robust information and cyber 
security strategies. If it seems like a risk 
assessment or consultation is needed for your 
team, please reach out to the experts at NENS.
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11 Kearney Square, 4th Floor
Lowell, MA 01852

       (781) 933-9300

CONTACT US

Boston Managed 
IT Services Company
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